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transform

Vicenç Torra
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Abstract—Fuzzy measures and integrals have been used in
multiple applications in the area of information fusion. They
can be used to aggregate information when information sources
are not independent. Fuzzy measures are used to represent our
background knowledge on the information sources. In particular,
they can be used to model the dependencies between the variables.

One of the applications of Choquet integrals is for defining
distances between objects. In this case, we can use the Choquet
integral as an alternative to e.g. weighted Euclidean distance.

In this paper we discuss the problem of comparing pairs
of fuzzy measures. We introduce two distances inspired in the
Hellinger distance and use them to compare the measures for
some different Choquet integral-based distances.

Fuzzy measures are also known by non-additive measures,
capacities, and monotonic games. Monotonic games are used in
game theory. Because of that the results presented here can be
used in other contexts as in game theory.

I. INTRODUCTION

Fuzzy measures and integrals [10], [14] have been used
successfully in the area of information fusion in several
types of applications. For example, there are applications in
computer vision [9], decision making, disclosure risk assess-
ment [1]. Fuzzy measures are also known as non-additive
measures and capacities.

The use of fuzzy measures and integrals is motivated by the
fact that they permit us to represent situations in which there
are dependencies between the variables. Simpler aggregation
operators for fusion as the weighted mean presume that the
variables are independent and, therefore, do not permit to
represent these more complex situations. In fuzzy integrals we
use the fuzzy measure to represent these dependencies, and
then the integral permits to aggregate the information with
respect to this measure.

There are two main fuzzy integrals, the Sugeno and the
Choquet integral. The Choquet integral reduces to a weighted
mean when the measure is additive and, thus, variables are
independent.

In the literature different approaches have been proposed
to determine fuzzy measures. Some approaches are heuristic
and others are based on applying machine learning approaches
to some data sets (see [13], Chapter 6, for details).

We have used Choquet integrals in the area of data privacy.
More specifically, we have applied them for disclosure risk

assessment. We have used them to define a distance between
pairs of records (vectors). In short, we have two vectors and
we compute a distance between them. In order to take into
account the dependencies between the variables, we compute
the distance with a Choquet integral, and then use the fuzzy
measure to represent our background information on the vari-
ables. In our experiments we extract the measure from data
using an optimization problem. In our experiments, we can
obtain different measures when different data sets are used.
Distances between fuzzy measures permit us to compare them.

In general, when we have different fuzzy measures on a
set of variables, we need some way to compare the measures.

In this paper we introduce some distances for fuzzy mea-
sures, and we show their use in the context of data privacy.

The structure of the paper is as follows. In Section II we
review some concepts and results that are needed later. In
Section III we propose the distance. In Section IV we present
the application of this definition in the area of data privacy.
The paper finishes with a summary and a conclusion.

II. PRELIMINARIES

We review in this section the Hellinger distance, a distance
for probability distributions, and some concepts on fuzzy
measures and integrals needed later.

A. Hellinger distance

Let us start with the definition of the Hellinger distance.

Definition 1. Let P and Q be two probability distributions.
Then, the Hellinger distance between P and Q is defined by
the following expression.

H(P,Q) =

√
1

2

∑
x∈X

(√
P (x) −

√
Q(x)

)2

Proposition 2. The Hellinger distance defined above satisfies
the following for all probability distributions P,Q,R.

• Nonnegativity. H(P,Q) ≥ 0

• Symmetry. H(P,Q) = H(Q,P )

• Triangular inequality.

H(P,Q) +H(Q,R) ≥ H(P,R)



• Monotonicity with respect to a transition probability
(Markov matrix). Let κ be a Markov matrix, let Pk =
Pκ and Qk = Qκ; then

H(P,Q) ≥ H(Pk, Qk)

• Convexity. The following holds

H(λP1 + (1− λ)P2, λQ1 + (1− λ)Q2)

≤ λH(P1, Q1) + (1− λ)H(P2, Q2)

for 0 ≤ λ ≤ 1.

Corollary 3. Definition 1 is a distance as it satisfies nonneg-
ativity, symmetry and triangular inequality.

B. Fuzzy measures

In this section we review the definition of fuzzy measure
and of the Möbius transform. We will also review belief func-
tions a type of fuzzy measure that is relevant for the definition
of the distance. The section finishes with the definition of the
Choquet integral and an example of its application.

Definition 4. A non-additive measure μ on a set X is a set
function μ : ℘(X) → [0, 1] satisfying the following axioms:

(i) μ(∅) = 0, μ(X) = 1 (boundary conditions)
(ii) A ⊆ B implies μ(A) ≤ μ(B) (monotonicity)

Given a fuzzy measure μ, we can compute its Möbius
transform as follows.

Definition 5. Let μ be a fuzzy measure; then, its Möbius
transform m is defined as

mμ(A) :=
∑
B⊆A

(−1)|A|−|B|μ(B) (1)

for all A ⊂ X .

Note that the function m is not restricted to the [0, 1]
interval, and that can take negative values for A with |A| >
1. Probability distributions are additive measures such that
m(A) = 0 for all |A| > 1. When m(A) ≥ 0 for all A we have
that μ is a belief function. The reversal is also true. Formally,
a belief function is defined as follows.

Definition 6. A fuzzy measure Bel on a set X is a belief
measure (also called a belief function) if and only if it satisfies
(i) and (ii) in Definition 4 and the following equation:

Bel(A1 ∪ ... ∪ An) ≥
∑
j

Bel(Aj)

−
∑
j<k

Bel(Aj ∩ Ak) + ...+

(−1)n+1Bel(A1 ∩ ... ∩ An). (2)

We finish this section reviewing the Choquet integral,
which permits to integrate a function with respect to a fuzzy
measure.

Definition 7. Let μ be a fuzzy measure on X; then, the
Choquet integral of a function f : X → R

+ with respect
to the fuzzy measure μ is defined by

(C)

∫
fdμ =

N∑
i=1

[f(xs(i))− f(xs(i−1))]μ(As(i)), (3)

where f(xs(i)) indicates that the indices have been permuted
so that 0 ≤ f(xs(1)) ≤ · · · ≤ f(xs(N)) ≤ 1, and where
f(xs(0)) = 0 and As(i) = {xs(i), . . . , xs(N)}.

For the sake of simplicity, given a reference set X =
{x1, . . . , xn} and a fuzzy measure μ on this set, we will use in
this paper the notation CIμ(a1, . . . , an) to denote the Choquet
integral of the function f(xi) = ai with respect to μ.

The next definition is an example of application of the
Choquet integral. In fact dCI2 is the square of a distance based
on the Choquet integral which will be used in Section IV.
Properly speaking this expression is only a distance when the
fuzzy measure μ is submodular (i.e., μ(A) + μ(B) ≥ μ(A ∪
B) + μ(A ∩B)).

Definition 8. Given two vectors a = (a1, . . . , an) and b =
(b1, . . . , bn) and a fuzzy measure on the set {x1, . . . , xn} we
define

dCI2μ(a, b) = CIμ((a1 − b1)
2, . . . , (an − bn)

2).

Note that CIμ(c1, . . . , cn) corresponds to the Choquet inte-
gral of the function f(xi) = ci which in this case corresponds
to the Choquet integral of f(xi) = (ai − bi)

2 with respect to
the fuzzy measure μ.

Definition 8 was first introduced by [8] in the context of
color image segmentation with n = 3 corresponding to the
three RGB colours.

III. DISTANCE FOR FUZZY MEASURES

In this section we propose two alternative definitions for
the Hellinger distance in the case of discrete domains. They
are based on the Möbius transform. We start with the first one.

Definition 9. Let μ and μ′ be two non-additive measures on
the finite reference set X . Then we define the Möbius based
discrete Hellinger distance HM as follows:

HM(μ, μ′) =

√√√√1

2

∑
A⊆X

(√
mμ(A) −

√
mμ′(A)

)2

(4)

where mμ and mμ′ are the Möbius transform of μ and μ′,
respectively.

We can prove that when μ and μ′ are additive we get the
standard definition of Hellinger distance.

Lemma 10. For additive measures μ and μ′, Definition 9 is
the standard Hellinger distance.

This expression is well defined when the Möbius transfor-
mation is positive for all sets A ⊆ X . As described above,
this is the case of belief functions. Therefore, this definition is
only valid when the two measures are belief functions.



In [15] we introduced an expression that was a distance
for continuous measures only when the non-additive measure
was submodular. Belief functions are supermodular, so unless
they are additive, they are not submodular. Because of this,
this definition is different and cannot correspond to the one
introduced for the continuous case in [15].

This Hellinger distance when applied to belief functions
satisfy all the properties of Hellinger distances for probabil-
ities. This is so because the Möbius transform of a belief
function can be seen as a probability (i.e., m(A) ≥ 0 for
all A ⊆ X and

∑
A⊆X m(A) = 1). In particular, they satisfy

the properties in Proposition 2. Thus, the following proposition
holds.

Proposition 11. Let H(μ1, μ2) be defined as in Definition 9,
then the following properties hold

• Nonnegativity,

• Monotonicity with respect to a transition probability,
and

• Convexity.

These properties are satisfied for the Möbius transform of μ1

and μ2.

It is interesting to note that although the definition of HM
is valid if and only if it is applied to belief measures, we can
rewrite the expression so that we can apply it to (some) pairs of
measures when the sign of their Möbius transform is equal for
any set A. That is, we will give an alternative expression for
this distance that can be applied to (some) pairs of measures
that satisfy the following definition.

Definition 12. Let μ and μ′ be two non-additive measures on
a reference set X and let m and m′ their respective Möbius
transform. We say that μ and μ′ have the same sign if and
only if for all A ⊆ X ,

m(A)m′(A) ≥ 0.

Naturally, any pair of belief measures have the same sign.
Also, any pair of probabilities have also the same sign.

Up to our knowledge, there are no conditions on when two
fuzzy measures are of the same sign. In general, we will have
two measures of the same sign when the interactions are in
both measures positive or negative.

Definition 13. An expression equivalent to Expression 2 in
Definition 6 for two measures of the same sign is as follows:

HM(μ, μ′) =

√√√√1

2

∑
A⊆X

(
mμ(A) +mμ′(A)− 2

√
mμ(A) ·mμ′(A)

)

(5)

It is important to notice that this expression does not ensure
that two measures of the same sign has a Hellinger distance
according to Definition 13. This is so because the summatory
in this definition may be negative, and, thus, the distance not
calculable. In fact, this is the case for some pairs in our
experiments. Note that for measures with negative Möbius
transform the expression mμ(A) + mμ′(A) can be negative

and −2
√
mμ(A) ·mμ′(A) is always so.

In order to deal with an arbitrary fuzzy measure (with
some negative values in the Möbius transform), we consider
the following alternative definition.

Definition 14. Let μ and μ′ be two non-additive measures
on the finite reference set X . Then we define the distance as
follows:

HM(μ, μ′) =

√√√√1

2

∑
A⊆X

(√
|mμ(A)| −

√
|mμ′(A)|

)2

(6)

where mμ and mμ′ are the Möbius transform of μ and μ′,
respectively.

This definition also generalizes the one of probabilities, and
it is equivalent to the previous one for belief functions.

Lemma 15. The following holds:

• Definition 14 is equivalent to classical Hellinger dis-
tance when μ and μ′ are probabilities.

• Definition 14 and Definition 9 are equivalent for belief
functions.

In addition, this expression is also a distance because it
satisfies positiveness, symmetry and triangular inequality.

Lemma 16. Definition 14 is a distance.

Proof. Proof of positiveness and symmetry are trivial from the
definition. The proof of triangular inequality is as follows.

H(μ1, μ2) +H(μ2, μ3)

=

⎧⎨
⎩

1

2

∑
A⊆X

(√
|mμ1

(A)| −
√

|mμ2
(A)|

)2

⎫⎬
⎭

1/2

+

⎧⎨
⎩

1

2

∑
A⊆X

(√
|mμ2

(A)| −
√

|mμ3
(A)|

)2

⎫⎬
⎭

1/2

≥

⎧⎨
⎩

1

2

∑
A⊆X

(√
|mμ1

(A)| −
√

|mμ2
(A)|

)2

+
1

2

∑
A⊆X

(√
|mμ2

(A)| −
√

|mμ3
(A)|

)
2

⎫⎬
⎭

1/2

≥

⎧⎨
⎩

1

2

∑
A⊆X

(√
|mμ1

(A)| −
√

|mμ2
(A)|

+
√

|mμ2
(A)| −

√
|mμ3

(A)|
)2

}
1/2

=

⎧⎨
⎩

1

2

∑
A⊆X

(√
|mμ1

(A)| −
√

|mμ3
(A)|

)2

⎫⎬
⎭

1/2

= H(μ1, μ3)

(7)

IV. APPLICATION

In this section we present an application of our definition
for comparing distances between pairs of fuzzy measures. The
application is in the field of data privacy.



In the context of data privacy, masking methods are the
mechanisms to allow the dissemination and transfer of re-
spondent data while preserving respondent privacy. Roughly
speaking, those masking methods seek to perturb the original
data in order to obtain a masked version of the original data,
which will be publicly released, ensuring that information on
the protected data set is unlikely to be linked to the particular
respondents that originated the data (the original data set) and
ensuring also that analyses performed to original and protected
data set yield to similar results.

Data privacy also provides mechanisms to evaluate the
information loss produced in this transformation as well as
a set of mechanisms to evaluate the disclosure risk of the
released data (the protected data set). Because of that there are
measures of information loss to determine in which extent data
masking makes data inconvenient for analysis and measures of
risk which estimate how much confidential information could
find out an intruder with prior knowledge.

Record linkage can be used as a measure of risk (see [1]
for details and an example). Given two data files with records
with the same individuals, record linkage links a record in
one file with the record in the other that corresponds to the
same individual. Record linkage can be used in data privacy
to measure disclosure risk. In this case, the protected data set
is linked to the original one. The more correct links we have,
the larger the risk.

Distance based record linkage is based in a distance be-
tween pairs of records. Each record in one file is linked to
the nearest record in the other file. The effectiveness of the
record linkage depends on the definition of distance used. See
e.g. [12] for the comparison of different definitions of distance
for disclosure risk assessment. Weighted distances can be used
when different variables (attributes or fields of the records)
have different importances. Examples of weighted distances
include the weighted Euclidean distance, distances based on
OWA, and the distance based on the Choquet integral we
have given in Definition 8. The distance based on the Choquet
integral was introduced for risk assessment in [1].

In [1] this distance based on the Choquet integral was
used to evaluate the worst case scenario for risk. The worst
case scenario is when the intruder knows who is in the
original database, and has information of all the attributes in
the database, and knows also which are the more effective
parameters of the distance. In this case, if the intruder is using
a distance based on the Choquet integral this means knowing
which is the measure that leads to the greatest number of re-
identification. Note that the greatest number of reidentifications
corresponds to maximum risk.

A. Evaluation of the worst case scenario

In order to have an estimation of the risk in the worst
case scenario for a given protected file, we select first the
parameterized distance (e.g., the Choquet integral) to be used
by the intruder, then we use a supervised learning method to
learn the parameters that maximize the number of correct links
between the records from original and protected data. Recall
that we estimate the risk with the number of such correct links.

In the case of the Choquet-integral based distance, the su-
pervised approach consists on an optimization problem which

seeks to find out a fuzzy measure that maximizes the number
of linkages between both data sets when the distance is the
one based on the Choquet integral.

The optimization problem has an objective function that
corresponds to the number of incorrect links. Therefore, we
have a minimization problem. Then, the problem has some
constraints. One set of constraints establishes which records
from the original data set, X , and the protected data set, Y ,
belong to the same respondent. For the sake of simplicity (and
without loss of generality), we assume that both data sets are
ordered in the same way. That is, each record yi of Y is the
protected version of xi of X . So, the distances between aligned
records, those who corresponds to the same respondent, should
be smaller than non-aligned ones. Formally, we have a match
(a correct link) when the following equation holds for all i 
= j.

dCI2μ(xi, yi) < dCI2μ(xi, yj)

where dCI2 is the distance between xi and yi using the
Choquet integral of Definition 8. In our application we consider
normalized data.

In addition to these constraints, there are others related to
the fact that the set function is a fuzzy measure. For example,
that μ(A) ≤ μ(B) when A ⊆ B.

Formulating the optimization problem in this way (see [1]
for details) it is possible to obtain the fuzzy measure that
maximizes the number of correct links between both data sets.

B. Interest of our experiments

As the procedure described so far in this section is compu-
tationally expensive and time consuming, specially when data
sets are large, we want to perform this optimization procedure
with a small sample of the data. Then, if we can analyse
how distant are fuzzy measures, we can compare the one
obtained from the sample data and the one obtained from
the whole data set. For example, we could evaluate if fuzzy
measures near to the one of the whole data set lead to better
reidentifications. In this way, we could state that the distance
is a good approximation of the number of links. In addition,
when several samples are considered we can estimate which
one is more representative than the others by comparing their
fuzzy measures.

C. Experiments

To evaluate our proposal we have randomly selected 400
records and the first six attributes from the Census data
set (U.S. Census Bureau 2010) from the European CASC
project [2], which contains 1080 records and 13 variables. This
data set has been extensively used in other works of the field
of data privacy such as [4], [7], [5], [16], [1].

The 400 selected records are considered the original data
file. Then, microaggregation [3] was used to protect this
file. Broadly speaking, this masking method provides privacy
by means of clustering the data into small clusters of size
k, and then replacing the original data by the centroids of
the corresponding clusters. The parameter k determines the
protection level: a greater k implies greater protection (and
greater information loss).



In our experiments we applied different protection degrees
to different variables. This is especially interesting when
variables have different sensitivity. There are more sensitive
attributes that need more perturbation (protection) than others.

In particular, from the six variables of the data set, the first
2 variables were microaggregated with a k value of 3, then,
the next 2 variable with k = 8 and finally, the last 2 variables
were microaggregated with k = 5. Note, this protected file
corresponds to one of the examples used in [1], which was
called M6− 385.

Once we have the pair of initial data sets, the original X
and its respective masked version Y or M6 − 385, we need
to create a set of samples, Xsi and Y si, from both initial
data sets, with which we will compare their respective fuzzy
measures with the fuzzy measures obtained by the initial pair
of data sets. We have created 50 new pairs of data sets in order
to have a significant number of measures, i.e., (Xsi, Y si) for
all i = 1, . . . , 50. Each pair was created by selecting 50 pairs
of random records, (xi, yi), from the initial files X and Y .
Having 50 records for sample will allow us to compute all the
fuzzy measures in a reasonable computing time. Note that as
both files, original and protected, are aligned this process can
be easily done.

Finally, for each of these data sets pairs we computed
the Choquet integral supervised learning approach, which was
described in the previous section, and therefore, 51 fuzzy
measures are obtained, one corresponding to the initial data
sets (X , Y ) and 50 corresponding to its samples (Xsi, Y si),
for all i = 1, . . . , 50.

In the next section we show the comparison between these
obtained fuzzy measures. This comparison is performed by the
Hellinger distance described in Definition 14.

D. Results

As stated above, we have computed the distance between
pairs of measures using Definition 14. All pairs of measures
described above have been considered. To illustrate our results,
we show in Table I two of the measures we have obtained μ1

and μ2. Instead of the fuzzy measures, we give the Möbius
transform of the measure.

First, note that these two measures are not belief functions
as some of the sets A ⊆ X are such that m(A) < 0. Note
also that μ1 and μ2 have the same sign (a significant number
of pairs of measures we have obtained have the same sign).
Because of that we could consider using in this case not only
Definition 14 but also Definition 13. However, this is in fact
not always possible as we illustrate below.

When Definition 14 is used, we get the following result:

HM(μ1, μ2) = 1, 6902.

If we consider Definition 13 it results that

HM(μ1, μ2)

=

√√√√1

2

∑
A⊆X

(
mμ(A) +mμ′(A)− 2

√
mμ(A) ·mμ′(A)

)

=

√
1

2
− 4, 1723.

what means that the distance cannot be computed because the
summatory is negative, thus, we cannot make the square root.

The comparison of all measures obtained from the samples
with the one of the file with 400 records ranges from 0.5538
to 2.1930, with half of the distances larger than 1 (26 over
50). The mean is 1.0380 and the deviation is 0.3077. So, we
have that while some of the measures are relatively far from
the original one, there are a few ones in the neighborhood of
the optimal measure.

When all pairs of data sets generated from the samples are
considered, we have that the distances range between 0.0716
and 2.5219. In this case the mean is 1.1656 and the deviation
is 0.4531. This means that some of the measures generated
from the sample file are similar to each other.

An interim conclusion seems to indicate that it is not easy
to find the optimal measure from a sample of the file. A way
to overcome this situation is to develop methods to aggregate
the fuzzy measures generated from the samples and compare
again with the optimal one. For this purpose we can devise
two approaches. One is defining an aggregation function from
the measure (a kind of average of the measures). Another is
to define the aggregation as the object that can be found at
a minimal distance from the objects being aggregated (see
e.g. [6], [13]). This approach is known as the median rule.
We review its definition here.

Definition 17. Given objects a1, . . . , an in a certain domain
D, the aggregation

C(a1, . . . , an) = argmin
c∈D

∑
ai

d(c, ai)

for a given distance d in D is the median rule.

In this approach, the definition introduced in this paper has
a pivotal role.

V. SUMMARY AND FUTURE WORK

In this paper we have introduced a distance for fuzzy
measures. It is based on the Hellinger distance for probability
distributions and is based on the Möbius transform of the fuzzy
measures. We have illustrated its application in the field of data
privacy (to disclosure risk assessment). More specifically, we
have discussed how fuzzy measures can be extracted from data,
and that we can use the proposed distance to compare them.

As future work we plan to study in more details the
properties of the distance, and use it for the aggregation of
fuzzy measures following the definition of the median rule
given above.
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Set mμ1
mμ2

X1 0,069512129 0,192254987

X2 0,543390297 0,123598674

X3 -0,069012129 -0,123098674

X4 0,474478169 0,0006

X5 -0,0001 -0,0001

X6 -0,473978169 -0,0001

X7 0 0

X8 0,543390297 0,806845013

X9 -0,069012129 -0,0001

X10 -0,542890297 -0,0001

X11 0,068912129 0

X12 -0,473978169 -0,0001

X13 0 0

X14 0,473878169 0

X15 0 0

X16 0,455709703 0,929843687

X17 -0,0001 -0,123098674

X18 -0,0001 -0,123098674

X19 0 0,122998674

X20 -0,0001 -0,0001

X21 0 0

X22 0 0

X23 0 0

X24 -0,0001 -0,806345013

X25 0 0

X26 0 0

X27 0 0

X28 0 0

X29 0 0

X30 0 0

X31 0 0

X32 0,455709703 0,875501326

X33 -0,0001 -0,068756313

X34 -0,0001 -0,0001

X35 0 0

X36 -0,0001 -0,0001

X37 0 0

X38 0 0

X39 0 0

X40 -0,0001 -0,806345013

X41 0 0

X42 0 0

X43 0 0

X44 0 0

X45 0 0

X46 0 0

X47 0 0

X48 -0,455209703 -0,806345013

X49 0 0

X50 0 0

X51 0 0

X52 0 0

X53 0 0

X54 0 0

X55 0 0

X56 0 0,806245013

X57 0 0

X58 0 0

X59 0 0

X60 0 0

X61 0 0

X62 0 0

X63 0 0

TABLE I. MÖBIUS TRANSFORM OF TWO OF THE FUZZY MEASURES

OBTAINED IN OUR EXPERIMENTS. THE SET HAS 6 VARIABLES V1 , V2 , V3 ,
V4 , V5 , V6 . EACH ROW CORRESPONDS TO ONE SET OF VARIABLES

Xi ⊆ X . THE SET Xi IS BASED ON THE DYADIC (BINARY)
REPRESENTATION OF i. THAT IS, 4 IN X4 HAS BINARY REPRESENTATION

000100 WHEN 6 BITS ARE USED, WHICH MEANS THAT ONLY V4 IS

PRESENT. THUS, X4 REPRESENTS {V4}. SIMILARLY, 6 IN X6 HAS BINARY

REPRESENTATION 000110 THUS, X6 = {V4, V5}.
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